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Abstract

Cloud adoption does not remove the need for independent, tested and governed data protection. This
practitioner report presents a multi-tier architecture for protecting Microsoft Azure workloads across
multiple subscriptions through NetBackup Snapshot Manager and a dedicated NetBackup environment.
The design combines snapshot-based protection, local deduplicated backup storage for operational
recovery, an immutable or tightly controlled off-site recovery copy, and long-term retention through an
established tape environment. It also addresses private connectivity, private DNS, managed identities,
role-based access, application-aware protection, restore validation and operational handover. The
report is based on hands-on architecture and implementation experience and is expressed as a reusable
reference pattern rather than a description of any named organization or production environment.

Keywords: Microsoft Azure; NetBackup; Snapshot Manager; cloud backup; disaster recovery; data
protection; immutable backup; long-term retention; restore validation

1. Introduction

A backup policy is not a complete recovery architecture. A recoverable cloud platform needs multiple
copies, separation of failure domains, explicit retention policy, secure control paths and evidence that
restores work. Microsoft guidance recommends selecting backup mechanisms for each service, defining
retention, considering cross-region recoverability and regularly testing restores [1]. CISA similarly
recommends offline or otherwise protected backups and routine integrity testing as part of ransomware
resilience [2].

The architecture in this report addresses those requirements for an Azure landing zone hosting
workloads in multiple subscriptions. Its purpose is to provide a practical pattern that connects cloud-
native snapshot capabilities with enterprise backup operations and established long-term retention
processes.

2. Scope and design assumptions

The reference pattern assumes a dedicated NetBackup environment integrated with NetBackup
Snapshot Manager. Workloads may span multiple Azure subscriptions, and the organization requires
both rapid operational recovery and independent copies outside the immediate production fault
domain.

¢ The protected scope includes Azure virtual machines and managed disks, with application-aware
handling where workload requirements demand it.

¢ The backup control plane uses private connectivity and private DNS wherever technically
supported and operationally justified.

e Access is granted through managed identities and least-privilege role assignments rather than
long-lived embedded credentials.

e Recovery objectives are defined by workload tier; no single retention or recovery method is
assumed to fit all systems.
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® Restore testing and evidence collection are part of the service, not a one-time commissioning
activity.

3. Architecture principles

Independent recovery paths. A production snapshot alone is insufficient when control-plane
compromise, accidental deletion or subscription-level disruption affects the same trust boundary.

Tiered recovery. Fast local recovery, off-site cyber resilience and long-term retention solve different
problems and should be governed separately.

Least privilege by design. Discovery, snapshot, copy and restore operations should use narrowly scoped
identities and documented permissions.

Private service integration. Name resolution and routing should be designed with the backup workflow,
not added after deployment.

Recovery evidence. Job success is an operational signal, while a validated restore is evidence of
recoverability.

Policy before tooling. Workload criticality, RPO, RTO, retention and regulatory needs should drive
protection-plan selection.

4. Reference architecture

Reference Architecture: Multi-Tier Azure Data Protection

Immutable Cloud Copy

Off-site recovery copy with
restricted change paths

Azure Workloads Snapshot Manager Local Recovery Tier

VMs and managed disks Discovery, orchestration Deduplicated storage for
across subscriptions and restore rapid recovery

Long-Term Retention

Controlled copy to the
tape environment

Control plane foundations

Private connectivity | Private DNS | Managed identity | RBAC | Monitoring

Figure 1. Sanitized multi-tier Azure data-protection reference architecture.

Snapshot Manager provides cloud-asset discovery and coordinates snapshot protection across
subscriptions. NetBackup policies then move or duplicate protected data through recovery tiers
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according to workload classification. The architecture deliberately separates the immediate operational
copy from the off-site recovery copy and the long-term archive.

Recovery tier Primary purpose Design characteristic

Deduplicated storage close to the

Local Fast operational recovery
backup control plane
Immutable or tightly controlled
Off-site cloud Cyber-resilient recovery recovery copy outside the primary
fault domain
. . Policy-controlled copy to established
Long-term archive Retention and governance

tape operations

Table 1. Recovery tiers and their distinct roles.

5. Discovery, identity and network integration

5.1 Multi-subscription discovery

Discovery should be centrally governed but subscription-scoped. Each subscription is onboarded
through an explicit identity and permission set, with ownership and approval recorded. Discovery results
should be reconciled with the cloud inventory so that unprotected workloads, stale objects and
unexpected scope changes can be identified.

5.2 Managed identity and RBAC

The implementation should map each required operation to the minimum Azure permissions needed for
discovery, snapshot creation, copy and restore. Veritas documents that Snapshot Manager must be
granted access to Azure assets before protection operations can occur [3]. In practice, role assignments
should be version-controlled or otherwise governed, reviewed after deployment and tested against
restore workflows rather than only against discovery.

5.3 Private connectivity and DNS

Private endpoints, routing and private DNS zones create operational dependencies that must be treated
as part of the backup design. Connectivity tests should verify forward and reverse resolution where
relevant, required ports, certificate trust, endpoint reachability and the path used during restore. A
successful installation does not prove that every recovery data path is available.
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6. Protection and retention workflow

6.1 Snapshot-based protection

Snapshots provide a rapid first recovery point and reduce the need to move full datasets during each
protection cycle. NetBackup Snapshot Manager supports Azure virtual-machine and managed-disk
snapshot operations, subject to documented platform prerequisites and limitations [3]. Snapshot policy
should include consistent naming, retention, tagging and ownership so that temporary recovery objects
do not become unmanaged assets.

6.2 Local deduplicated recovery copy

The local recovery tier is optimized for frequent backup operations and rapid restore. Deduplication
reduces storage and transfer demand, but capacity planning must include change rate, retention,
concurrency, replication overhead and restore throughput. Monitoring should alert on capacity pressure
before it affects recovery-point creation.

6.3 Immutable off-site copy

The off-site copy protects against destructive events affecting production and the operational backup
tier. Immutability should be enforced through storage controls and administrative separation, not only
through a naming convention or policy statement. CISA guidance emphasizes encrypted, immutable or
offline backups and regular restoration tests [2]. Access to retention changes, deletion and key
management should therefore be tightly limited and auditable.

6.4 Long-term tape retention

Tape remains useful where the organization already operates a governed archival process and requires
long retention, portability or physical separation. The cloud workflow should feed long-term copies into
the existing media lifecycle without weakening catalog protection, expiry control, vaulting, recall
procedures or chain-of-custody records.

7. Application consistency

Crash-consistent snapshots may be sufficient for some systems, but databases, transactional services
and tightly coupled applications may require application-aware coordination. The protection design
should classify workloads by consistency requirement and document prerequisites such as guest tooling,
service credentials, quiescing behavior and log handling. Application owners should define the validation
step that demonstrates usable recovery, not merely a mounted disk.

8. Restore validation framework

Microsoft reliability guidance recommends testing recovery against defined RPO and RTO targets,
validating completeness and integrity, and performing restores in isolation from production [4]. A
practical validation program should use a repeatable sequence:
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1. Select representative workloads from each protection class and record the intended recovery
point.

2. Restore into an isolated network and confirm identity, routing, DNS and security controls for the
test environment.

3. Verify boot, filesystem integrity, application startup and service dependencies.

4. Measure recovery time and compare the observed result with the approved RTO and RPO.

5. Capture evidence, exceptions and corrective actions, then retest failed or partially successful
cases.

6. Review the runbook after material architecture, policy or ownership changes.

A restore should not be marked successful until the workload owner or an approved technical delegate
validates the recovered service. This closes the gap between infrastructure recovery and business-
service recovery.

9. Security and governance controls
Control area Minimum expectation

Separate production administration from backup retention

Identity separation
¥ sep and deletion authority.

Retain logs for discovery, policy changes, backup jobs,

Auditabilit
Y restores, role assignments and privileged operations.

Protect backup catalogs and configuration data as critical

Catalog protection
recovery assets.

Review network, DNS, identity, storage and retention

Change control .
changes for recovery impact.

Document ownership, rotation and recovery of encryption

Key management
¥ & keys used by backup copies.

Record unsupported workloads, temporary exclusions and

Exception management . .
overdue validation tests with accountable owners.

Table 2. Baseline security and governance controls.

10. Implementation and handover approach

Foundation. Deploy the core NetBackup components, establish certificates, storage and monitoring, and
validate administrative access.

Cloud integration. Configure Snapshot Manager, Azure identities, permissions, private routing and DNS,
then validate discovery in each approved subscription.
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Protection tiers. Configure local deduplicated storage, off-site immutable copies and long-term
duplication with explicit retention policies.

Pilot. Protect a small but representative workload set and complete both infrastructure and application-
level restores.

Scale-out. Onboard remaining workloads by service tier, track exceptions and tune scheduling,
concurrency and capacity.

Operational handover. Deliver runbooks, monitoring thresholds, escalation paths, access ownership,
evidence templates and a restore-test calendar.

11. Limitations

This report is a technology and governance reference pattern, not a substitute for product compatibility
validation, legal retention advice, business-impact analysis or workload-specific design. Exact Azure
permissions, network paths, supported asset types and NetBackup features vary by product version and
service configuration. Organizations should verify current vendor documentation and test their own
recovery workflows before production adoption.

12. Conclusion

A resilient Azure backup service is built from independent recovery tiers, controlled identities, reliable

private connectivity, explicit retention and evidence-based restore testing. The pattern presented here
connects fast snapshot recovery with deduplicated operational storage, an immutable off-site copy and
governed long-term tape retention. Its central lesson is simple: cloud migration changes the protection
architecture, but it does not remove the need for independent, tested and properly governed recovery.
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